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Beware of Fraud (part two)
By Kim Nymark
With fraud becoming more and more predominant in today’s day and age, I decided to dedicate a series of three articles to fraud.  Last month, I addressed the ‘grandparent scam’; this month, I will cover ‘Internet fraud’; and next month, ‘identity theft’.
Whether it involves money, a miracle product or service, or even love, the old approaches used by fraudsters are still around today but have been adapted to cyberspace. Scams may come from anywhere in the world, by email or through websites, or often both. Fraudsters capitalize on people’s lack of understanding and vulnerability, using various means to get their hands on your personal data. 
They may:
· Encourage you to install a malicious application or download malware that could damage your computer and steal your personal information;
· Use a Bluetooth connection enabled on most mobile devices and notebook computers to gain access to personal information;
· Send you unsolicited emails or instant messages to get sensitive information from you;
· Create websites that mimic legitimate ones such as banking websites and commercial websites or even social media, again, to collect your personal information;
· Inform you by email that you have won a prize or received an unexpected inheritance, but that fees must be paid in order to collect.
· Appeal to your compassion to get money under various pretences. They may also try to obtain intimate photographs that can then be used to blackmail you.
BE CAREFUL AND SKEPTICAL! There are ways to protect yourself:
· Use strong passwords that contain upper and lowercase letters, numbers and special characters, and that are at least eight characters long. Don’t use your pet’s name or child’s date of birth… these can easily be decrypted;  
· Protect your computer with a firewall, antivirus and malware software, and spyware blocker.  These products must be kept up to date;
· Be suspicious of free software or applications.  Always read the licence and confidentiality policy before installing them in order to avoid giving virtually unlimited access to your personal information;
· Protectyour information. Encrypt sensitive documents and back up all your important data regularly. Remember to lock your devices when you are not using them;
· Protect your Wi-Fi network at home.  Public Wi-Fi networks are also vulnerable.  Avoid making financial transactions or purchases on these networks;
· Look for the padlock symbol on websites or the https:// at the start of web addresses (the ‘s’ stands for secure). This will help you to ensure that the website is encrypted when you must provide personal or financial  information and passwords;
· Finally, always think twice before you click a link or open a file from an unknown origin. Never reply to emails that ask you to verify your information or to confirm your user ID or password.
 If you find dubious content on the Internet, if you suspect cybercrime or commercial fraud, of if you believe that you have been a victim of fraud, file a complaint with the police agency that serves your community and notify the Canadian Anti-Fraud Centre at 1-888-495-8501 or at www.antifraudcentre-centreantifraude.ca . This website offers a lot of invaluable information. You can also notify authorities of a fraud anonymously and confidentially by contacting ‘Échec au crime’ at 1-800-711-1800 or at www.echecaucrime.com. The website is in French but has an ‘Online Reporting’ option where you can fill out the necessary forms in English.
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